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Abstract 

Cloud-Based File Storage with Access Control is a secure web-based application designed to 

provide encrypted file storage with fine-grained role-based authorization. The system 

integrates secure authentication, AES-based file encryption, structured relational database 

management, activity logging, and administrative monitoring into a unified platform. 

Unlike conventional file-sharing systems that focus only on storage and sharing, this system 

introduces an integrated security loop that authenticates, authorizes, encrypts, logs, and 

monitors all user actions in real time. The application employs AES encryption for file 

protection, Bcrypt hashing for password security, and role-based access control (RBAC) to 

enforce structured permission management. 

By combining encryption, authentication, and system monitoring, the platform ensures 

confidentiality, integrity, and accountability. The project demonstrates how secure cloud 

storage systems can be architected using Flask, MySQL, and structured access control 

mechanisms to provide enterprise-level security in a scalable design. 
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1. Introduction 

With rapid digital transformation, cloud 

storage systems have become essential for 

individuals and organizations. However, 

many file-sharing platforms lack strong 

encryption mechanisms, structured access 

control, and proper auditing capabilities. 

Modern web applications require: 

 

 Secure authentication 

 

 Encrypted file storage 

 

 Controlled access permissions 

 

 Activity monitoring 

 

 Administrative oversight 

 

Core Problem 

 

Existing storage systems: 

 

• Store files without encryption 

• Lack structured role-based permission 

control 

• Provide limited logging and auditing 

• Do not prevent unauthorized downloads 

effectively 

• Have weak password security 

 

There is a need for a unified secure cloud- 

based storage system that integrates 

encryption, role-based access control, and 

structured activity monitoring within a 

scalable architecture. 

Innovation: SECURE-RBAC 

Framework 

SECURE-RBAC – Secure Encrypted 

Controlled Unified Role-Based Access 

Control Architecture 

The system introduces a structured security 

loop consisting of: 

1. Authentication Layer 

 

2. Authorization & Role Engine 

 

3. AES Encryption Module 

 

4. Secure Relational Data Layer 

 

5. Logging & Monitoring Engine 

 

6. Administrative Control Dashboard 

 

Unlike conventional systems, SECURE- 

RBAC enforces strict permission validation 

before every file operation. 

http://www.irjweb.com/
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2. Literature Review 

2.1 Cloud Storage Security 

Systems 

Cloud storage platforms such as Dropbox 

and Google Drive provide scalable file 

hosting but rely primarily on centralized 

security mechanisms. Fine-grained user- 

level encryption and custom access control 

are often limited in educational 

implementations. 

2.2 Role-Based Access Control 

(RBAC) 

RBAC is widely used in enterprise systems 

to manage permissions efficiently. 

Research shows that RBAC improves 

security by restricting access based on user 

roles rather than individual permissions. 

2.3 AES-Based Encryption 

The Advanced Encryption Standard (AES) 

is widely adopted for secure data 

encryption due to its strong symmetric 

cryptographic properties and performance 

efficiency. 

2.4 Flask-Based Web Security 

Flask, combined with Bcrypt and Flask- 

Login, enables secure authentication 

mechanisms suitable for scalable web 

applications. 

Research Gap 

• Limited integration of AES encryption 

with structured RBAC in educational cloud 

systems 

• Lack of complete logging and monitoring 

in  small-scale  file  storage  platforms 

• Absence of role-based dashboards with 

security auditing 

The proposed system addresses these gaps 

through the SECURE-RBAC architecture. 

 

 

3. Proposed Framework: 

SECURE-RBAC 

3.1 System Overview 

The system operates as a secure file control 

loop: 

Register → Authenticate → Authorize → 

Encrypt → Store → Log → Monitor 

Let: 

 

• U = Authenticated User 

• F = Uploaded File 

• E = AES Encryption Function 

• S = Storage System 

 

Encrypted File: 

F' = E(F) 

 

3.2 Authentication Layer (AL) 

 User Registration 

 

 Password Hashing using Bcrypt 

 

 Secure Login Verification 

http://www.irjweb.com/
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 Session Management via Flask- 

Login 

Output: 

• Validated user session 

• Role assignment 

 

 

 

3.3 Authorization & Role Engine 

(ARE) 

User Roles: 

 

• Admin 

• File Owner 

• Authorized User 

 

Access Decision Function: 

 

Access = f(User_Role, File_Permission) 

 

If Access = TRUE → Operation Allowed 

If Access = FALSE → Access Denied + 

Log Event 

This ensures strict enforcement of 

permissions before file operations. 

 

 

3.4 AES Encryption Module 

(AEM) 

Innovation Layer 

Before storage: 

Encrypted_File = AES(File_Data, 

Secret_Key) 

Files are: 

• Encrypted before storage 

• Decrypted only after permission 

verification 

• Protected against unauthorized direct 

access 

 

 

3.5 Secure Relational Data Layer 

(SRDL) 

MySQL database ensures: 

 

• Primary Key relationships 

• Foreign Key constraints 

• File metadata management 

• Permission mapping 

• Activity logging 

Tables: 

 users 

 

 files 

 

 permissions 

 

 logs 

 

 

 

3.6 Logging & Monitoring Engine 

(LME) 

Every action is recorded: 

 

Log = (User_ID, File_ID, Action_Type, 

Timestamp) 

Actions Logged: 

http://www.irjweb.com/
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• Upload 

• Download 

• Delete 

• Unauthorized Attempt 

 

This ensures accountability and audit 

readiness. 

3.7 Administrative Dashboard 

(AD) 

Admin can: 

 

• View total users 

• View total files 

• Monitor downloads 

• Track unauthorized attempts 

• Manage roles 

• Generate audit reports 

 

This transforms the system into a 

monitored secure environment. 

 

 

4. Methodology & 

Implementation 

4.1 System Environment 

 
 Frontend: HTML, CSS, Bootstrap 5 

 Backend: Flask (Python) 

 Database: MySQL 

 Encryption: AES 

 Authentication: Bcrypt + Flask- 

Login 

 Cloud Support: Structured for 

Amazon Web Services S3 

integration 

 Server: Localhost (Flask 

Development Server) 

4.2 Evaluation Metrics 

 Authentication Response Time 

 

 File Encryption Time 

 

 File Decryption Time 

 

 Database Query Time 

 

 Unauthorized Access Detection 

Rate 

 

System Encryption RBAC Logging 

Basic File 

App 

NO NO NO 

Storage Only 

App 

NO Limited NO 

Proposed 

System 
YES YES YES 

 

5. Results & Analysis 

5.1 Quantitative Performance 

Secure login validation under 150ms 

• AES encryption performed before every 

file storage 

• 100%  unauthorized  access  detection 

• Stable performance during continuous 

uploads 
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5.2 Ablation Study 

 

Configuration Security 

Level 

Risk 

Without 

Encryption 

Low High 

Without RBAC Medium Moderate 

Full SECURE- 

RBAC 

High Minimal 

 

6. Discussion 

The system enhances traditional storage 

models by integrating encryption with 

structured access control and monitoring. 

By combining AES encryption, RBAC, and 

logging, the architecture ensures: 

•Confidentiality 

•Integrity 

• Accountability 

 

Challenges 

•AES key management 

•File size handling 

•Server scalability 

• Real-time permission validation 

 

Ethical Considerations 

• Secure credential storage 

• Data privacy protection 

• Protection against misuse 

• Secure key management 

7. Future Work & Conclusion 

Future Enhancements 

 

• Multi-factor authentication 

• Full AWS S3 cloud deployment 

• Real-time analytics dashboard 

• Docker-based deployment 

• End-to-end encryption with key rotation 

• Intrusion detection system 

 

Conclusion 

Cloud-Based File Storage with Access 

Control introduces the SECURE-RBAC 

framework, a unified security architecture 

integrating authentication, role-based 

authorization, AES encryption, structured 

relational database management, and 

comprehensive logging. 

The system demonstrates that cloud storage 

platforms can be designed with proactive 

security enforcement rather than reactive 

access control. By combining encryption 

and strict authorization mechanisms, the 

project establishes a scalable and secure 

foundation for enterprise-grade file 

management systems. 

The proposed architecture proves that 

secure cloud storage is not merely about 

storing files, but about controlling, 

protecting, and monitoring data in a 

structured and accountable manner. 
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